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Discovery Privacy Tracking Mapping



[laury@devopsdays]$ whoami

> Laury Bueno
> Jornalista
> Desenvolvedor de software



Todos amamos
Wi-Fi




Sempre tem um
éé mas"




Sempre tem um

A busca constante por por sinais de Wi-Fi
transforma nossos telefones em

sinalizadores.



Transport
for London

Em 2016, entre 21 de novembro e 19 de
dezembro, a TfL coletou pacotes de Wi-Fi
dos usuarios do metrd

Objetivos:

RaStreamento - melhorar alertas de lotagao
nO metra de - ajudar a priorizar investimentos
Londres



Rastreamento de
rotas

Route identified for 75% of Liverpool Street to Victoria devices
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Source: gizmodo.co.uk



Rastreamento
dentro de estacoes
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Source: gizmodo.co.uk



Desde julho de
2019, eles estao
fazendo isso

novamente




Como funciona?



Todos os dispositivos Wi-Fi enviam

Como funciona?

probes enquanto procuram por redes

para se conectarem.

0 truque é encontrar essas probes em

meio ao oceano de pacotes de dados

que viajam pelas frequéncias do
Wi-Fi.



\"T-HELISE
de baixo custo




Software Livre ao
resgate

Kali - distribuicao Linux criada
para analises de seguranca e testes
de invasao

Scapy - software de manipulacao
interativa de pacotes para Python

D3 - biblioteca Javascript criada
para formar visualizacgodes baseadas
em dados



Capturando dados
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Trés Raspberry Pi 3B coletaram dados

durante um evento

FCC ID: 2ABCB-RPI32

IC: 20953-RPI132
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O que
descobrimos
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Movimentos

detectados




Here's What TfL Learned From Tracking Your Phone On the Tube
https://www.dgizmodo.co.uk/2017/02/heres-what-tfl-learned-fro
m-tracking-your-phone-on-the-tube/

London Underground to start tracking all phones using Wi-Fi
starting in July
https://www.theverge.com/2019/5/22/18635584/london-underg
round-tube-tfl-wi-fi-tracking-privacy-data-security-transport

What does the GDPR say about WiFi tracking?
https://www.privacycompany.eu/en/what-does-the-qdpr-say-abo
ut-wifi-tracking/

TfL to give customers better information about their Tube
journeys
https://tfl.gov.uk/info-for/media/press-releases/2019/may/1fl-to-
give-customers-better-information-about-their-tube-journeys

Referéncias



https://www.gizmodo.co.uk/2017/02/heres-what-tfl-learned-from-tracking-your-phone-on-the-tube/
https://www.gizmodo.co.uk/2017/02/heres-what-tfl-learned-from-tracking-your-phone-on-the-tube/
https://www.theverge.com/2019/5/22/18635584/london-underground-tube-tfl-wi-fi-tracking-privacy-data-security-transport
https://www.theverge.com/2019/5/22/18635584/london-underground-tube-tfl-wi-fi-tracking-privacy-data-security-transport
https://www.privacycompany.eu/en/what-does-the-gdpr-say-about-wifi-tracking/
https://www.privacycompany.eu/en/what-does-the-gdpr-say-about-wifi-tracking/
https://tfl.gov.uk/info-for/media/press-releases/2019/may/tfl-to-give-customers-better-information-about-their-tube-journeys
https://tfl.gov.uk/info-for/media/press-releases/2019/may/tfl-to-give-customers-better-information-about-their-tube-journeys

why-11

Discovery Privacy Tracking Mapping



